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Over the past few years the number of innovative startups and 
established technology organizations focusing their attention on 
the various aspects of Digital Health has been steadily growing. In 
2013, Digital Health funding exceeded $1.9B with 195 venture 
deals. Funding was up 39% from 2012 and 119% compared to 
2011. Domestic growth has been further strengthened by the 
American Recovery and Reinvestment Act (ARRA) and the Health 
Information Technology for Economic and Clinical Health Act 
(HITECH), also known and commonly referred as the Meaningful 
Use Legislation. In 2014, the Digital Health industry is set to 
surpass total medical device venture funding. 

The fastest growing segments of the Digital Healthcare are:

Electronic health record (EHR) solutions

Clinical workflow optimization and support

Patient and physician portals

Data aggregation and analytics

Medication management

Wearables and biosensing

Digital medical devices

Patient engagement

Wellness care, mobile access and delivery of the 
health-related 

The majority of the Digital Health organizations, particularly 
startups, are facing the challenge of striking the right balance 
between the HIPAA compliance and running a lean business. 
Cloud technology enables healthcare organizations to focus their 
efforts on relevant services and improved patient outcomes, 
significantly reduces the burden of infrastructure management, 
simplifies technology adoption and drives operational costs 
down. Commercial elastic clouds, such as Amazon EC2, are some 
of the most commonly used options by the companies seeking to 
provide high level of security and optimize operational costs.

Lack of compliance with the HIPAA and other applicable security 
regulations can be a real showstopper for a Digital Health 
organization. The dynamics of an early stage often results in 
decision to either defer or even forego the security and privacy 
specific legal reviews of the business and operating plans, which 
may translate into costly remediation efforts. An important 
contributing factor to that is the lack of legal and implementation 
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02consultancy available directly from the government offices.As of 

today there is no official government-sponsored certification 
program for HIPAA consultants ororganizations. Several private 
companies offer their own proprietary HIPAA assessment and 
certification programs, but the services may be costly for 
early-stage startups. For a Digital Health business there is no 
clearly defined pathway into achieving compulsory compliance 
status with HIPAA and other certification authorities.

The Digital Health vendors who choose to deploy their solutions 
in the commercial cloud, often have little or no control where or 
how this data is moved, handled, or stored by the Cloud Service 
Provider (CSP). The vendor must require the CSP tosign a 
Business Associate Agreement (BAA), hence contractually 
agreeing to maintain all PHIas stipulated by HIPAA and other 
applicable standards. 

There’re several things that the management team needs to 
consider before moving into Digital Healthcare: 

Does the nature of the business require the company to 
acquire, store and/or exchange identifiable patient 
information? Can the added complexity be avoided? In some 
cases the use of de-identified health data may be sufficient 
to provide the added value to the service consumers. 
  
Does the team have a full awareness of the scope of 
company’s compliance standards: all applicable Federal, 
State, and international (if applicable) patient data privacy 
and security laws, legislations and regulations? It is 
important to note that some of the State laws may 
strengthen the federal requirements. For example, the State 
of Texas (H.B.300), among other amendments, changes the 
definition of a HIPAA Covered Entity. 
  
It is important to remember that there are additional 
requirements for the providers of EMRs and other software 
solutions used by U.S. Federal Government, for example 
U.S. Department of Veterans Affairs (VA) or Department of 
Defense. Digital Healthcare companies working with the 
government entities should additionally adhere to 
standards developed by National Institute of Standards and 
Technology (NIST).
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Cloud Service Provider 
Evaluation Criteria
A typical software vendor startup needs a hosting platform for its 
SaaS offering, which could be easily scaled up or down depending 
on the operational needs.
 
Today a number of companies provide virtual hosting 
environments with different service level agreements (SLAs). 
Among the leading vendors offering commercial clouds are 
RackSpace, Amazon, and Microsoft Azure. A company needs to 
establish a Business Associate Agreement (BAA)  with the Cloud 
Service Provider to fully understand CSP’s liabilities and risks as 
well as being able to absorb those risks in the event of HIPAA 
non-compliance.

A Digital Healthcare company should screen potential cloud 
partners for their physical, procedural, operational and technical 
readiness to house the PHI (Protected Health Information) and to 
ensure safety of the transactions containing PHI data. A 
well-established commercial hosting facility has a variety of 
industry certificates: ISO 27001, PCI DSS Level 1, SSAE 16 and 
others. When it comes to claiming HIPAA compliance, cloud 
vendors may use terminology, such as HIPAA enablement, which 
best represents their security-related technical capabilities, while 
refraining from claiming legal compliance. For example, among 
other features, DigitalOcean (www.digitalocean.com), a popular 
provider of the hosted services, may indicate availability of data 
encryption and VPC setup (virtual private clouds), but is not 
claiming to be a HIPAA compliant provider. 

  
Does the company plan to use offshore resources and what 
are the potential implications of that in the context of privacy 
and security? 

Will a private or a commercial cloud service provider (CSP) be 
more suitable and cost-efficient for SaaS/PaaS hosting and 
internal operations.
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When evaluating a potential CSP it is important to 
consider several points: 

  
Does a potential CSP hashave existing customers with the 
similar business model? Would the provider be willing to offer 
a reference contact? 
  
One of the most important assessing factors is the readiness 
of a CSP to execute a BAA with the client. It is important to 
carefully review the agreement and understand the delegation 
of the obligations and responsibilities of both parties.
  
Perform comprehensive due diligence of technical, physical, 
procedural safeguards and controls of a potential CSP 
  
Does a CSP comply with any other data security standards, 
such as PCI DSS? 
  
Does a potential cloud service partner has a mandatory staff 
HIPAA awareness training program? 
  
Review the records of a recent HIPAA audit report.
  
As a part of the technical due diligence, discuss company’s 
platform and architectural requirements and  make sure that 
a CSP has technical provisions to support your compliance 
with HIPAA technology safeguards.
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